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     I n the midst of a heated labor law class  action, 
Law Firm A produces to Law Firm B an en-

crypted CD containing an Excel spreadsheet 
identifying a group of its client’s employees by 
name, birth date, hire date, and Social Security 
number. An intrepid associate at Law Firm B 
downloads the spreadsheet to his laptop in un-
encrypted format so that he can review the data 
during his fl ight to a deposition on the West 
Coast. The laptop and the data on the laptop are 
then stolen from a security checkpoint at the air-
port. The associate promptly reports the theft to 
the airport police and to the IT department at 
Law Firm B. As a result of the stolen laptop, Law 
Firm A, Law Firm A’s client, and Law Firm B 

are in the midst of a data breach involving the 
personal information of employees of Law Firm 
A’s client. Law Firm A and Law Firm B need 
to immediately begin evaluating their respective 
obligations to provide notice of the breach under 
applicable state law and their ethical obligations 
with respect to the missing data.  

 This article will explore the panoply of issues 
that arise when lawyers are involved in data secu-
rity incidents similar to the Law Firm B example 
by focusing on the following four areas: 

   1. Recent news headlines regarding data breaches 
arising from the actions or inaction of attor-
neys;  

   2. The root causes of those incidents;  

   3. The current ethical and legal framework appli-
cable to lawyers who are involved in data breach 
incidents; and  
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   4. Suggested best practices to help attorneys develop 
stronger data security practices.  

   The Headlines  
 Over the past several years there has been a small 

number of reported data breaches involving lawyers. It 
is not clear why data breaches in the legal profession are 
not more widely reported, but it may have something 
to do with the nature of the attorney-client relationship 
and the desire to keep the breaches out of the public 
eye. The impact on a law fi rm that gains a reputation as 
being unable to protect confi dential data, particularly 
client data, could be devastating to its image, its ability 
to retain and attract clients, and its standing in the legal 
community.  

 As set forth in more detail in this article, the reported 
data breaches involving lawyers fall into three main cat-
egories: (1) careless disposal of client records; (2) theft 
of mobile devices; and (3) misuse of internal security 
protocols.  

 Document Disposal Issues 
 Most of the reported incidents of attorney data 

breaches involved small law practices that discarded 
paper records with client personal information without 
shredding or otherwise rendering the records unread-
able. For example, in October 2010, a California lawyer 
mishandled the records of eight prison inmate clients 
who had been found guilty of murder. 1    The attorney 
discarded records that contained the names, criminal 
histories, psychological evaluations, Social Security 
numbers, and observations about family relationships 
and behavior in prison of the inmates in a public 
dumpster. 2 

  In July 2010, an Illinois bankruptcy attorney  discarded 
hundreds of personal and fi nancial documents of his cli-
ents, including client authorization sheets with Social 
Security numbers, names, addresses, driver’s license 
numbers, and signed debit card authorizations. 3    The 
attorney explained that the documents in bags marked 
“do not remove” had been transferred from one offi  ce 
to another in order to be shredded. He suspected that 
cleaning employees removed the bags, despite the warn-
ing sign on the bags. 

 Later in July 2010, a San Antonio lawyer left legal fi les 
of former clients in a public dumpster. 4    The documents 
contained names, addresses, bank account information, 
Social Security numbers, driver’s license numbers, and 
dates of birth. 5    The attorney acknowledged disposing of 
the fi les and added that he was unaware of any state law 
governing the secure disposal of client records.  

 In October 2010, an Indiana lawyer left boxes of client 
records unsealed next to dumpsters already  overfl owing 

with trash. 6    The contents of the lawyer’s boxes “went 
fl ying into public view” because the boxes were not 
properly secured. 7 

    Stolen Equipment 
 Like other industries, stolen equipment is one of 

the leading causes of data breaches in the legal fi eld. 
For example, in June 2006, a lawyer working for the 
Social Security Administration violated a work-at-
home agreement and brought a laptop with sensitive 
information to a conference in Atlanta where it was 
stolen. 8    Social Security numbers, names, and possibly 
medical information were stored on the stolen laptop. 

 In April 2008, a thief stole a laptop from the car of a 
Baltimore sole practitioner that contained unencrypted 
information related to tax returns of 100 clients. 9    The 
attorney also stored personal data on the laptop related 
to any dependents whose names may have appeared on 
the tax returns. 

Verizon’s 2010 Data Breach 
Investigation Report concluded that 
privilege misuse is the primary reason 
that data breaches occur.

 In December 2008, a password-protected, unen-
crypted disk with names, Social Security numbers, 
and other personal information was stolen, together 
with computer equipment, from a secure safe at an 
off site storage facility. 10    The data identifi ed lawyers 
who performed work for the Central California 
Appellate Program, which supplies lawyers for indi-
gent appeals. 

 In July 2010, a thief stole a laptop from the home of 
a New Hampshire family law practitioner. 11    The lap-
top, while password protected, was not protected by any 
encryption software. The attorney stored names, Social 
Security numbers, tax identifi cation numbers, and 
account numbers on the laptop. The attorney immedi-
ately notifi ed the police of the break-in.  

 In September 2010, the court-appointed  claims 
agent for the liquidation of Madoff  Investment Securi-
ties reported the theft of a password-protected laptop 
from a locked employee’s car. 12    The laptop had personal 
information including Social Security numbers, names, 
and addresses of individuals who had accounts with 
Madoff  Investment Securities. 

 Internal Security Protocols Bypassed 
 The following examples of lawyer data breaches 

arise in the context of the production of or access to 
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confi dential data. Despite having procedures in place 
to prevent unauthorized access, the internal protection 
systems were bypassed either through human error or 
duplicitous conduct. 

 In January 2010, Morgan Keegan & Company of 
Memphis produced to the Alabama Securities Commis-
sion client documents related to an ongoing  multistate 
securities investigation. The documents contained Social 
Security numbers, ages, incomes, net worth, and other 
account information of Morgan Keegan clients. 13    Mor-
gan Keegan had received assurances prior to production 
that the data would be treated as confi dential by the 
Alabama Securities Commission. In April 2010, the Ala-
bama Securities Commission issued a show cause order 
to revoke the registration of Morgan Keegan. The Secu-
rities Commission downloaded the order to a secure 
network with redacted versions of the exhibits attached. 
An unredacted and redacted disk with the exhibits was 
delivered to the Alabama Securities Commission’s fi le 
room. 14    A plaintiff ’s law fi rm could not access the Mor-
gan Keegan data from the secure Web site and contacted 
the Securities Commission to get a copy of the order 
and the exhibits. The Commission inadvertently pro-
duced an unredacted copy of the exhibits to the law-
yer for some of the investors who claim to have been 
harmed by Morgan Keegan.  

 Morgan Keegan discovered the breach in Septem-
ber 2010 and provided notice later in September to its 
impacted customers. In addition, the Alabama Securities 
Commission conducted a detailed investigation of the 
incident and concluded that “the inadvertent copy of 
the disk was the result of the use of new technology 
(hyperlinks) in an administrative order for which long 
standing procedures failed to address all possible security 
concerns.” 15 

    In May 2010, in response to a Freedom of Infor-
mation Act request, a Virginia school district produced 
personally identifi able information of school employees, 
including Social Security numbers. 16    The PDF attach-
ment identifying the employees was included with 
approximately 350 other email attachments. 

 In late December 2010, Experian provided notice 
that someone at a California law fi rm had used the 
fi rm’s Experian log-in credentials to access multiple 
credit reports that included Social Security numbers, 
dates of birth, and other account information without 
proper authorization. 17 

    Root Causes of Law Firm Data Breaches 
 Verizon’s 2010 Data Breach Investigation Report, 

prepared with assistance from the Secret Service, 
 concluded that privilege misuse is the primary reason 
that data breaches occur, followed by hacking, malware, 

social tactics ( e.g. , phishing, spoofi ng, scamming), and 
physical attacks, such as stolen laptops.  18 

    Misuse is defi ned in the Verizon report as “using 
organizational resources or privileges for any purpose 
or in a manner contrary to which it was intended.” 19    
Examples of misuse given in the Verizon report include 
abuse of system/access privileges, handling of data in an 
unapproved format, abuse of private knowledge, stor-
age/transfer of unapproved content, and violation of 
asset/data disposal policy. 20 

    The examples of careless document disposal by 
lawyers, inadvertent production, and improper use of 
authorized credentials fi t squarely within the Verizon 
defi nition of misuse and, consistent with the fi ndings 
in the Verizon report, clearly emerge as the single lead-
ing cause of attorney data breaches. Surprisingly, none 
of the reported lawyer data breaches involve hacking, 
malware, or social attacks. Physical attacks like theft, 
however, are the next leading cause of data breaches 
for lawyers.  

 Ethical and Legal Standards Applicable 
to Lawyers Handling Client Data  

 Armed with a basic understanding of the kinds of 
breaches lawyers are experiencing and the causes of 
those breaches, it is important to analyze the ethical and 
legal consequences of those incidents. Rather than talk 
in abstracts, throughout this section the article will use 
the Law Firm B incident highlighted in the introduc-
tion and the Indiana lawyer who discarded boxes of 
client fi les to understand the ramifi cations of attorney-
caused data breaches. 

 State Ethics: Rule 1.6 
Confidentiality of Information  

 All 50 states have an ethical rule that provides that a 
lawyer shall not “reveal information related to the rep-
resentation of a client unless the client gives informed 
consent,” subject to certain exceptions including pre-
venting a criminal act and preventing the client from 
committing a fraud. ( See  Rule 1.6). Twenty-nine states 21    
and the District of Columbia have comments to Rule 
1.6, which specifi cally address a lawyer’s obligation to 
act competently to preserve confi dentiality. The com-
ment states that:  

 When transmitting a communication that in-
cludes information relating to the representation 
of a client, the lawyer must take reasonable pre-
cautions to prevent the information from com-
ing into the hands of unintended recipients. This 
duty,  however, does not require that the lawyer 
use special security measures if the method of 
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 communication  aff ords a reasonable expectation 
of privacy. Special circumstances, however, may 
warrant special precautions. Factors to be con-
sidered in determining the reasonableness of the 
lawyer’s expectation of confi dentiality include the 
sensitivity of the information and the extent to 
which the privacy of the communication is pro-
tected by law or by a  confi dentiality agreement. A 
client may require the lawyer to implement spe-
cial security measures not required by this Rule 
or may give informed consent to the use of a 
means of communication that would otherwise 
be prohibited by this Rule. 

 The comment requires “reasonable precautions” 
to prevent unauthorized access to client communica-
tions and not “special security measures.” As written, 
the comment can be construed to mean that lawyers 
need not encrypt client emails or client data as a matter 
of course. The comment goes on to clarify the attor-
ney’s obligation, however, and notes that certain situa-
tions may warrant “special precautions,” including the 
sensitivity of the information and the extent to which 
the information is protected by law. Under this “special 
circumstances” analysis, a lawyer email that attaches a 
spread sheet with Social Security numbers of a client’s 
Massachusetts employees would need to be encrypted 
to comply with Massachusetts law requiring encryption 
of personal data.  

 There is, however, no discussion in the comment 
regarding a lawyer’s obligation with respect to the 
confi dential information supplied by an adversary (the 
Law Firm B incident). Would it be considered a viola-
tion of Rule 1.6 if Law Firm A, knowing the nature 
of the data that it produced to Law Firm B, failed to 
take any precautions to ensure that Law Firm B would 
continue to maintain the data in encrypted format? 
The analysis would hinge on the reasonableness of 
failing to take steps to protect the data once it went to 
a third party. 

 Violations of this standard can lead to attorney sanc-
tions. For example, on September 30, 2010, the Indiana 
Supreme Court issued an opinion calling for a public 
reprimand of an attorney for, among other things, a 
violation of Rule 1.6(a). 22    The attorney asked his adult 
children to dispose of 12 to 14 boxes of client fi les. 
The children took the boxes to a recycling bin and 
left them on the ground next to the full bins. The tops 
blew off  the boxes and scattered the fi les into public 
view. As soon as he learned of the incident, the attorney 
retrieved the boxes. There is no indication that per-
sonal information of the clients was included with the 
exposed fi les. 

 Two recent ethics opinions have specifi cally addressed 
Rule 1.6 and the obligation to act competently in con-
nection with client data. On December 13, 2010, the 
Florida Bar Ethics Committee issued Opinion 10-2 
and concluded that lawyers who use devices that con-
tain “Storage Media such as printers, copiers, scanners 
and fax machines”  have an affi  rmative obligation to 
take reasonable steps to ensure that “client confi den-
tiality is maintained and the device is sanitized before 
disposition.” 23    A lawyer who chooses to use any of these 
devices has a duty of competence from the moment of 
receipt of the particular device, through the life cycle 
of the device, and once the device is disposed. The rea-
sonable steps that a lawyer must take to ensure confi -
dentiality include: (1) identifi cation of potential threats 
and development of policies to address the threats; (2) 
inventorying all devices that contain hard drives that 
store media; (3) supervising non-lawyers; and (4) “saniti-
zation of any device by requiring meaningful assurances 
from vendor confi rming sanitization.” 24    Interestingly, in 
connection with identifying potential threats the opin-
ion includes a requirement that the lawyer “keep abreast 
of changes in technology to the extent that the lawyer 
can identify potential threats to maintaining confi den-
tiality.” 25    Keeping abreast of technology is an onerous 
burden, particularly in the area of data security because 
of the constantly evolving playing fi eld. Florida has now 
established a precedent under which a lawyer who fails 
to keep current with data security protection could be 
found to have violated his or her ethical obligations to 
the client. 

 In 2010, the Standing Committee on Professional 
Responsibility and Conduct in California issued an 
opinion addressing whether an associate who uses his 
fi rm-issued laptop outside of the offi  ce would violate 
his duty of confi dentiality. 26    The committee concluded 
the use of the laptop was not problematic because 
“access is limited to authorized individuals to perform 
required tasks.” 27    The committee was troubled by the 
use of the laptop on a public wireless connection, 
concluding that such use “risks violating [the lawyer’s] 
duty of confi dentiality and competence . . . unless he 
takes proper precautions such as using a combination 
of fi le encryption, encryption of wireless transmis-
sions and a personal fi rewall.” 28    The committee added 
a warning that because of the considerable risk associ-
ated with use of wireless networks, the attorney may 
need to seek the client’s informed consent to use the 
connection. 

 State Document Disposal Laws 
 Currently 25 states have laws governing the dis-

posal of records with personal information. The laws 
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 generally set forth an affi  rmative duty to securely 
destroy sensitive information that includes personal 
identifi ers, personal information, and, in California, 29    
any identifying information. By way of example, Con-
necticut requires that any party holding personal infor-
mation of Connecticut residents “shall destroy, erase or 
make unreadable such data, computer fi les and docu-
ments prior to disposal.” 30    Massachusetts law dictates 
that paper documents containing personal informa-
tion “shall either be redacted, burned, pulverized or 
shredded so that personal data cannot practicably be 
read or reconstructed,” 31    and electronic media shall be 
destroyed so that “personal information cannot be read 
or reconstructed.” 32     

Currently 25 states have laws governing 
the disposal of records with personal 
information. 

 Using the Indiana attorney as an example, in addition 
to a violation of § 1.6 of the Indiana Code of Ethics, to 
the extent that there was any personal information of 
 Indiana residents included in the boxes of information, 
then the attorney would be liable for a Class C infrac-
tion under Indiana’s document disposal law for “dispos-
ing of unencrypted, unredacted personal information of 
a customer without shredding, incinerating, mutilating, 
erasing or otherwise rendering the information illegible 
or unusable” 33    prior to destruction.  

 Massachusetts Data Security Law 
 Under the recently enacted Massachusetts law regard-

ing the protection of personal information of residents, 
“every person that owns or licenses personal informa-
tion about a resident of the Commonwealth and elec-
tronically stores or transmits such information” shall 
have a written, comprehensive information security 
program “covering its computers, including any wireless 
system.” 34    Accordingly, a law fi rm that maintains data 
regarding Massachusetts residents must have a written 
information security program. 

 Using the example of the Indiana lawyer again, his 
disposal of the client records would be problematic 
under the Massachusetts data security law, 35    which 
applies to both paper and electronic records. Assuming 
that the Indiana lawyer’s client records contained per-
sonal information of Massachusetts residents, the attor-
ney would be in violation of the Massachusetts law for 
failing to have “[r]easonable restrictions upon physical 
access to records containing personal information, and 
storage of such records and data in locked facilities, stor-
age areas or containers.” 36   

  At least nine other states—Arkansas, California, 
Connecticut, Maryland, Nevada, Rhode Island, Ore-
gon, Texas, and Utah 37   —mandate minimum security 
 requirements for businesses that store personal informa-
tion. If a law fi rm processes, collects, or maintains per-
sonal information related to residents of these states, it 
would be obligated to adopt comprehensive data secu-
rity and privacy programs to protect the personal infor-
mation. 

 Encryption under Nevada 
and Massachusetts Law  

 Both Massachusetts and Nevada require diff ering lev-
els of encryption of personal information of residents. 
Massachusetts requires: 

  Encryption of all transmitted records and fi les 
containing personal information that will travel 
across public networks, and encryption of all data 
containing personal information to be transmitted 
wirelessly . . . . 

 Encryption of all personal information stored on 
laptops or other portable devices. 38 

     Nevada law provides that: 

  A data collector doing business in this State who 
“accepts a payment card in connection with a sale 
of goods or services . . . shall comply with the cur-
rent version of the Payment Card Industry (PCI) 
Data Security Standard . . . .” 39 

     The Nevada law also provides that a data collector 
who does not accept payment cards shall not: 

  (a) Transfer any personal information through an 
electronic, nonvoice transmission other than a fac-
simile to a person outside of the secure system of 
the data collector unless the data collector uses 
encryption to ensure the security of electronic 
transmission; or 

 (b) Move any data storage device containing per-
sonal information beyond the logical or physical 
controls of the data collector or its data storage 
contractor unless the data collector uses encryp-
tion to ensure the security of the information. 40 

     Using the breach example involving Law Firm B 
from the introduction of this article, if the data on the 
laptop included personal information regarding resi-
dents of Massachusetts and Nevada residents, it is clear 
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that there would be a breach of the Massachusetts law 
requiring encryption of data on laptops and the Nevada 
law for moving the data beyond the controls of the col-
lector and not ensuring encryption. 

 State Data Breach Laws 
 Six states require notice of a breach involving paper 

records. 41    If the Indiana lawyer did not retrieve the 
discarded client records from the dumpster and those 
records contained personal information, he would be 
obligated to provide notice if the lost records contained 
information of residents from any of those six states. As 
for the remaining 44 states, the California Offi  ce of Pri-
vacy Protection recommends that, even though Califor-
nia’s data breach law applies only to computerized data, 
the notice standard should be applied to all “records in 
any media, including paper records.” 42    Accordingly, it 
is considered a best practice to provide notice to indi-
viduals of a breach regardless of the form of the record 
that has been lost or subject to unauthorized access. 
The Indiana lawyer should provide notice to residents 
of the other 44 states to the extent that any of their 
personal information was included in the fi les left at the 
dumpster. 

 Using the Law Firm B example again, a breach 
caused or arising from a law fi rm that receives confi -
dential information triggers an obligation under most 
state laws to provide immediate notice to the data 
holder. (In this case it would be the producing law fi rm 
as opposed to the producing client, given that the ethi-
cal obligation not to directly contact a party that one 
knows to be represented.) The Law Firm B example 
would require that notice be sent to all individuals 
whose names were listed on the spreadsheet stored on 
the lost laptop. In all likelihood, the notice would be 
best from Law Firm A’s client, but the costs associated 
with responding to the breach, including preparing the 
notice and off ering credit monitoring, should be Law 
Firm B’s responsibility. 

 Social Security Number Policies 
 Connecticut, Michigan, New Mexico, New York, 

and Texas require businesses that maintain the Social 
Security numbers of residents of their respective 
states to ensure the protection of the data through the 
development of internal policies and procedures. In 
Connecticut, “[a]ny person who collects Social Secu-
rity numbers in the course of business shall create a 
privacy protection policy which shall be published 
or publicly displayed.” 43    A business in Michigan that 
collects more than one Social Security number must 
create a policy that “ensures to the extent practicable 
the confi dentiality of the social security numbers.” 44    

New Mexico and New York require the development 
of a policy or internal regulations to protect Social 
Security numbers and for maintaining the confi denti-
ality of Social Security numbers. 45    Texas law provides 
that businesses that require an individual to disclose 
his or her Social Security number to receive goods 
or services or enter into a business transaction must 
have a privacy policy that details how the informa-
tion is collected, used, and protected; who has access 
to the data; and how it is disposed. 46    A law fi rm that 
has access to employee or client Social Security num-
bers would be required to comply with these laws 
and enact specifi c policies to protect Social Security 
numbers.  

 Federal Rule of Civil Procedure 5.2(a) 
 Federal Rule of Civil Procedure 5.2(a) provides 

that: 

 Unless the court orders otherwise, in an elec-
tronic or paper fi ling with the court that contains 
an individual’s social security number, tax payer 
identifi cation number, or birth date, the name of 
an individual known to be a minor, or a fi nancial 
account number, a party or nonparty making the 
fi ling may include only: 

  (1) the last four digits of the social security number 
and the taxpayer identifi cation number;  

 (2) the year of the individual’s birth. 

  Two recent decisions highlight a lawyer’s responsibil-
ities under this rule and make clear that courts will not 
hesitate to sanction attorneys who ignore their obliga-
tions with respect to confi dential personal information 
in court fi lings. In  Engeseth v. County of Isanti , 47    a federal 
district court sanctioned an attorney for “lack of judg-
ment” when he electronically fi led a sworn account-
ing affi  davit with the Social Security numbers of 179 
individuals in violation of Rule 5.2(a). The order pro-
vided that the attorney was required to notify each indi-
vidual, provide each individual with credit reports and 
12 months of credit monitoring, and make a charitable 
donation so that the attorney “will keep in mind the 
interests and safety of dependent parties before he acts 
in the future.”  

 In  Allstate Insurance v. Linea Latina De Accidentes, 
Inc. , 48    plaintiff s’ counsel fi led a complaint with 160 
pages of exhibits that contained the names of minors, 
their birth dates, fi nancial account numbers, and 
one Social Security number. Several days after the 
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 complaint had been fi led, the defendants moved to 
dismiss or strike the complaint and have it sealed for 
violations of Rule 5.2(a). A few months after receiv-
ing notice of the improper disclosures in the com-
plaint, plaintiff s’ counsel still had not corrected the 
breach despite a misguided eff ort to do so using a 
redaction program. Following  Engeseth , and not-
ing the lawyers’ lack of a sense of urgency, the court 
sanctioned plaintiff s’ counsel and required counsel to 
notify the individuals of the breach and off er a year of 
credit monitoring. The court also issued this scathing 
rebuke in its opinion: 

 the days of attorneys being able to ignore the 
computer and shift blame to support staff  in the 
event of an error are gone. The consequences are 
simply too serious. To the extent there are attor-
neys practicing in federal court who are under the 
impression that someone in the Clerk’s offi  ce will 
comb their fi lings for errors and call them with a 
heads-up, the Court delivers this message: It is the 
responsibility of counsel to ensure that personal 
identifi ers are properly redacted. 49 

    HITECH HIPAA Business Associates 
 A law fi rm that performs legal services for an 

entity covered by the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA), such as a 
 hospital, that involves the use of identifi able health 
information can be considered a business associate 
(BA) under HIPAA. A BA is defi ned   as an entity that, 
on behalf of a covered entity, performs or assists in 
performing  activities that involve the disclosure of 
individually identifi able health information (includ-
ing claims processing or administration, data analysis, 
processing or administration, utilization review, qual-
ity assurance, billing, benefi t management, practice 
management, and repricing) or provides, other than 
in the capacity of a member of the workforce of such 
covered entity, legal, actuarial, accounting, consulting, 
data aggregation, management, administrative, accred-
itation, or fi nancial services to or for such covered 
entity. 50 

    Under the HITECH Act, all HIPAA Security Regu-
lations relating to administrative, physical and technical 
safeguards, as well as certain documentation require-
ments for electronic-protected health information 
(EPHI) that currently apply to covered entities will 
apply to BAs. 51 

    As a result, law fi rms that handle EPHI for covered 
entities will need to adopt administrative safeguards 
such as developing policies and procedures, appointing 

a security offi  cer, establishing sanctions for violations, 
providing regular training and perform regular evalua-
tions of policy eff ectiveness. 

 In connection with physical safeguards, BAs must 
implement safeguards for workstation security; develop 
policies for disposition of EPHI on workstations; and 
develop policies for hardware removal. 

 The technical safeguards required for BAs include 
assigning unique names or numbers for tracking user 
identity; establishing mechanisms for auditing activity; 
establishing a means of verifying users; and establish-
ing a means for restricting EPHI transmissions over an 
electronic network. 

Law firms that handle EPHI for 
covered entities will need to adopt 
administrative safeguards such as 
developing policies and procedures, 
appointing a security officer, 
establishing sanctions for violations, 
providing regular training and 
perform regular evaluations of policy 
effectiveness.

 On July 8, 2010, the Department of Health and 
Human Services (HHS) announced proposed regula-
tions to implement the modifi cations to Privacy, Secu-
rity and Enforcement rules under the HITECH Act. 52    
HHS published the proposed rule on July 14, 2010. 53    
The proposed rule added “subcontractors” to the defi -
nition of BAs so that subcontractors that provide ser-
vices to a business associate and that require access to 
PHI would be considered a BA. As of the time this 
article went to press, HHS still had not issued a fi nal 
rule. 

 Suggested Best Practices 
 Given the ethical and legal implications for law-

yers who handle personal data provided by a client 
or produced by an adversary, particularly when there 
is a data breach involving that data, it is important 
to take immediate steps to help secure the data and 
protect against inadvertent disclosure. Some steps to 
consider: 

   • Minimize production of client personal information, 
fi nancial information, and health information. Prior 
to production, ask whether the production of a Social 
Security number or other personal information is 
essential or whether the parties can reach agreement 
on the redaction of the personal information prior 
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to production. In most situations, the Social Security 
number is neither needed nor relevant to the under-
lying litigation. 

   • If production of personal information is unavoidable, 
consider entering an agreement with your adversary 
that provides for baseline security protections for the 
data and notice in the event of unauthorized access 
in the following manner: 

    When confi dential data is produced using 
data security measures the receiving party will 
 implement the same or substantially equivalent 
data security measures when providing the infor-
mation to others, such as its consultants, experts, 
and third-party vendors. By way of example, if a 
producing party designates electronically stored 
information (ESI) as confi dential and produces 
it on encrypted disks, when providing the same 
ESI to its experts or consultants, the receiving 
party will produce the ESI on encrypted disks, 
or through an alternative measure providing data 
security substantially equivalent to the use of 
encrypted disks. 

 If a receiving party becomes aware of any unau-
thorized access to confi dential documents or ESI 
provided to it by a producing party, or has a rea-
sonable belief that a substantial risk of unauthor-
ized access exists, the receiving party will provide 
notice to the producing party as soon as practi-
cable, which notice will be of suffi  cient detail to 
allow the producing party to determine whether it 
must or should notify others of such unauthorized 
access or risk thereof. 

   This language will provide some comfort that your 
adversary is on notice that the data being produced is 
confi dential, that the data must be protected, and that 
prompt notice must be given in the event of unau-
thorized access. 

   • When possible encrypt, encrypt, and encrypt. Encryp-
tion is a safe harbor under state data breach laws and 
greatly reduces, if not eliminates, the risk of a data 
breach.  

   • Maintain robust document disposal policies that, 
among other things, require crosscut shredding for 
paper records if those records are destroyed in house 
or certifi cates confi rming sanitization and  destruction 
if performed by outside vendors for electronic and 
paper data. 

   • Consider the following language regarding destruc-
tion of data produced to an adversary:  

  Upon the earlier of (a) expiration of the appli-
cable limitations period for legal malpractice 
claims, or (b) six years from the date of full and 
fi nal resolution of this action via settlement or 
otherwise, counsel for the Parties will provide 
 opposing counsel with an affi  davit confi rming 
that all paper documents, electronic media, and 
contents of electronic media produced by the op-
posing litigant(s) and designated as Confi dential 
have been destroyed in accordance will the fol-
lowing procedures:  

 (a)  Any paper documents designated as Confidential 
(such as, by way of example, documents con-
taining Social Security numbers, drivers license 
numbers, bank account numbers, credit card 
numbers, debit card numbers, or dates of birth) 
are to be crosscut shredded, burned, or pulver-
ized in order to make such documents unread-
able or undecipherable and unusable.  

 (b)  Electronic media, including computer hard 
drives, audio tapes, video tapes, floppy disks, 
DVDs and CDs designated as Confidential 
information should be completely sanitized 
prior to destruction so that all information 
contained in the electronic media is unread-
able, undecipherable or impossible to practi-
cally reconstruct. 

    • Review policies and training regarding removal of 
personal information from the workplace. 

   • Pursuant to Rule 1.6, discuss with clients at the 
beginning of the engagement whether any special 
circumstances warrant protection of their data and 
what the best method of protection would be given 
the nature of the data. 

   • Reduce the number of documents that may contain 
client personal information left in printers or unse-
cure areas within the law fi rm. 

   • Adopt a comprehensive data breach incident response 
plan so that the law fi rm can respond to an incident 
effi  ciently and expeditiously. 

   • Carefully monitor third-party agreements with ven-
dors and experts to ensure compliance with ongoing 
data security obligations.  
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   • Adopt a written information security plan. 

   • Engage in frequent training of attorneys and support 
staff . 

   • Monitor technology to keep abreast of threats to 
confi dentiality of client data. 

   As lawyers, we have ethical and legal obligations 
to maintain the security and confi dentiality of client 
personal data. While no organization can ever be com-
pletely insulated from data breaches, it is particularly 
important that attorneys and law fi rms implement poli-
cies and procedures to enhance the protection of client 
data. 
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